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*********** 1st Change **************

[bookmark: _Toc35348462][bookmark: _Toc152836096]4.4.2	Port Scanning
Requirement Name: Port scaning
Requirement Reference: In accordance with industry best practice
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_BVT_PORT_SCANNING
Purpose:
To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
1.	all interfaces providing IP-based protocols;
2.	the available transport layer protocols on these interfaces;
3.	their open ports and associated services per transport layer protocol;
4.	and a free-form description of their purposes.
The port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.
NOTE: 	It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also, in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases, the tester determines another means suitable to verify which ports are open.
Execution Steps
The tester is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services is available in the documentation of the Network Product 
b.	Validation that all entries in the list of services are necessary and it is justified in the documentation of the Network Product are meaningful and reasonably necessary for the operation of the Network Product class
2.	Execution of the port scanning tool against all the interfaces providing IP-based protocols to identify Identification of the open ports by means of capable port scanning tools or other suitable testing means
3.	Verification that the list of identified open ports identified by the tool, matches the list of available network services in the documentation of the Network Product 
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.
All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.
Expected format of evidence:
 Output of portscan and list of identified discrepancies.
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