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	Reason for change:
	The current threat reference only includes the slice-specific authorization. However, the security requirement documents also call for other parameters/IEs to be checked when the NRF response to a discovery request. 

	
	

	Summary of change:
	Adapt the threat reference to include all the areas that need to be checked by the security requirements documents.

	
	

	Consequences if not approved:
	In the worst case, NRF implementations do not correctly check the authorization of the discovery consumer, resulting in an attack vector that allows an unauthorized attacker to retrieve internal information about the network architecture.

	
	

	Clauses affected:
	H.2.2.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	X
	
	 Test specifications
	TS 33.518 CR 0006

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc19783292][bookmark: _Toc26887076][bookmark: _Toc153528743]H.2.2.1	No Authorization of NF discovery based on Authorization ParametersNo slice specific authorization for NF discovery
-	Threat name: No profile-based authorization for NF discovery.No slice specific authorization for NF discovery.
-	Threat Category: Information Disclosure, Elevation of privilege.
-	Threat Description: If the NRF does not verify the authorization parameters of an NF instance against the parameters provided in the discovery request, an unauthorized NF instance can discover other NF instances that it is not permitted to access. Depending on the parameters, this can result in different severity risks. For instance, not verifying the NSSASIs can allow the discovery of NF instances belonging to other slices. Overall, this misbehavior can break the authorization mechanism and therefore lower the assurance level of network isolation, making the system more susceptible to attacks and wasting resources.If NF discovery authorization for specific slice is not supported by the NRF, the NF instance in one slice can discover NF instances belonging to other slices. This can result in reduced assurance level of slice data isolation, making the system easily  attacked as well as wasting resource.
-	Threatened asset: NF profile of available NF instances.

